
Defining and Identifying Attention Capture Damaging Patterns in
Digital Interfaces

Alberto Monge Roffarello
Politecnico di Torino
Torino, TO, Italy

alberto.monge@polito.it

Kai Lukoff
Santa Clara University
Santa Clara, CA, USA
klukoff@scu.edu

Luigi De Russis
Politecnico di Torino
Torino, TO, Italy

luigi.derussis@polito.it

ABSTRACT
Many tech companies exploit psychological vulnerabilities to de-
sign digital interfaces that maximize the frequency and duration
of user visits. Consequently, users often report feeling dissatisfied
with time spent on such services. Prior work has developed typolo-
gies of damaging design patterns (or dark patterns) that contribute
to financial and privacy harms, which has helped designers to resist
these patterns and policymakers to regulate them. However, we
are missing a collection of similar problematic patterns that lead to
attentional harms. To close this gap, we conducted a systematic liter-
ature review for what we call ‘attention capture damaging patterns’
(ACDPs). We analyzed 43 papers to identify their characteristics,
the psychological vulnerabilities they exploit, and their impact on
digital wellbeing. We propose a definition of ACDPs and identify
eleven common types, from Time Fog to Infinite Scroll. Our typol-
ogy offers technologists and policymakers a common reference to
advocate, design, and regulate against attentional harms.

CCS CONCEPTS
• Human-centered computing→ HCI theory, concepts and
models; Empirical studies in HCI; Collaborative and social com-
puting design and evaluation methods; • Information systems
→Web interfaces.

KEYWORDS
digital wellbeing, damaging patterns, deceptive design, dark pat-
terns, technology overuse, attention
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1 INTRODUCTION
Nowadays, many users feel conflicted about the amount of
time they passively spend on their devices [53, 66, 126], and
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terms like “overuse [66],” “compulsive use [119],” and even “tech-
addiction1 [62]” are often used to highlight the negative impacts
that technology can have on people’s mental health [63] and so-
cial interactions [120]. Contemporary smart devices and online
platforms like social networks, in particular, can easily become
a source of distraction, e.g., due to notifications [95, 97] or self-
interruptions [94]: this can interfere with people’ daily activities
like studying, working, and driving [4, 48], and makes them less pro-
ductive [79] and more stressed [80]. The aforementioned studies, as
well as a growing public discussion on mainstream media [25, 42],
have motivated and inspired HCI studies on the intentional “non-
use” of technology [106] and digital wellbeing [21].

Despite this growing interest in digital wellbeing, tech companies
still continue to design experiences that maximize attention capture
and contribute to these problems. Attention, i.e., a state in which the
individual’s cognitive resources are selectively focused on some per-
ceived stimuli coming from the environment [8], is one of the most
valuable resources of the digital age. In the attention economy [32],
businesses transform attention into a currency, whereby users “pay”
for a service with the time they spend on it [54]. Researchers point
out that this attention capture is by design [11], exploiting designs
that diminish people’ sense of agency [12, 73] and control over
technology use [27]. Such harmful designs have become known as
“dark patterns”, i.e., recurring interaction design patterns in digital
user interfaces that designers use to intentionally manipulate users
into performing actions that go against their best interests [46].
However, the association of “dark” with harm is problematic, so to
use more inclusive language, designers have introduced the terms
“deceptive design (patterns)” [19] and “damaging patterns” [108],
the latter of which we adopt here (see the Discussion section of this
paper for a full reflection on our choice of terminology). The concept
of damaging patterns was first introduced by the design practitioner
Harry Brignull in 2010, who published a gallery of them on the
www.deceptive.design website [19] (formerly www.darkpatterns.org)
and uses a Twitter hashtag campaign to highlight examples: for-
merly #darkpatterns and now #deceptivedesign.

The concept of damaging patterns has since attracted growing
interest from practitioners, researchers, and regulators [72]. The
name-and-shame approach of the original website and Twitter
campaign has led to increased awareness among designers [46],
gatherings of researchers across fields (e.g., [83]), and widespread
media attention (e.g., [88, 102, 103]). It has also motivated regu-
latory hearings across the world (e.g., by the US Federal Trade
Commission [40] and the European Data Protection Board [37])

1The usage of an addiction framing for everyday behaviors like PC and smartphone
usage is currently debated (see the work of Lanette et al. [64]).
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and led to regulations against certain damaging patterns [1], with
others under consideration [117].

In a review of the past, present, and future of damaging patterns,
Narayanan et al. write�dark patterns enable designers to extract
three main resources from users: money, data, and attention�[89]
(p. 12). Thus far, researchers [46, 82] and practitioners [19] have
focused on the damaging patterns that lead to �nancial and privacy
harms. For example, the original patterns proposed by Brignull
includeSneak into Basket[19, 46], when e-commerce websites sur-
reptitiously add items into the shopping cart that the user never
selected, andPrivacy Zuckering[19, 46], user interfaces that trick
users into (unintentionally) sharing private information. In other
notable examples that examine damaging patterns within a domain,
Mathur et al. crawled over 10,000 shopping websites to identify the
prevalence of �nancial deceptive designs and Bösch et al. identify
a collection of privacy deceptive designs [17]. Design practitioners
and researchers have made considerable progress towards identify-
ing the manipulative design patterns that extract money and data
from users.

However, theattentional harmsof damaging patterns have been
largely neglected. Of Brignull's original 12 patterns, only one (Dis-
guised Ads) focuses on interfaces that trick users into spending
time and attention in ways that go against their best interest. One
notable exception is the work of Lewis and colleagues that identi�es
patterns that they call �temporal dark patterns� in the context of
game design (e.g., Playing by Appointment) [67, 130]. Yet there is a
lack of a systematic overview of the designs that lead to attentional
harms across domains, including social media, which has been im-
plicated in much research on problematic (over)use [58]. This has
led to calls for the design community to identify the patterns that
manipulate users into spending their time and attention in ways
that go against their interests [73].

To close this gap, this paper conducts a systematic literature re-
view that develops and de�nes the concept ofAttention Capture
Damaging Patterns (ACDP) within papers at the intersection of
damaging design patterns and digital wellbeing. Drawing upon the
�ndings of previous work, we �rst present ade�nition for ACDPs.
We then explore the characteristics of these patterns by propos-
ing a set of �ve criteria that shed light on how tech companies
implement these kind of manipulative interfaces and describe how
ACDPs exploit users' psychological vulnerabilities. Finally, we ex-
tract atypologyof 11 ACDPs, from Time Fog to In�nite Scroll, by
describing how they apply to di�erent digital services and inter-
faces.

Overall, our work de�nes ACDPs as recurring patterns that
designers adopt to manipulate users into spending attention in
ways that often lead to a loss of sense of control and time, and
feelings of regret. Some of these patterns, e.g., Disguised Ads and
Recommendations, use deception to trick the user into false beliefs.
Others, e.g., Guilty Pleasure Recommendations, seduce the user
into temptations that they wish to avoid.

Although some operate by deception and others seduction,
ACDPs all exploit the fact that many of the biases and heuristics of
an individual are predictable to manipulate the user into impulsive
short-term decisions that go against their long-term aspirations
for how they wish to spend their time. This potentially triggers
negative behaviors like compulsive usage patterns and technology

overuse, leads the user to feel a sense of regret, and negatively
in�uences psychological experience and self-beliefs, from sense of
agency to self-e�cacy.

Developing a�lingua franca of attention capture design pat-
terns� [73] has several pathways for impact, from motivating stake-
holders to �nd alternatives to the contemporary attention economy
to the development of better tools for digital self-control. We discuss
such opportunities in the Discussion section of this paper. Further-
more, we created thehttp://attentioncapture.com/website, an online
gallery of the 11 ACDPs described in this paper, to increase the
reach of our work among the public and design professionals.

2 METHODS
We conducted a systematic literature review to develop a de�nition
of attention capture damaging patterns, identify types of design
patterns that meet our criteria, and share examples of each. To
identify and select relevant papers, we followed the PRISMA liter-
ature review guidelines [69, 86] (see Figure 1 for our procedural
�owchart).

2.0.1 Paper Selection.As in recent literature reviews in the HCI
domain (e.g., [118]), we identi�ed relevant papers by searching the
electronic database of the Association for Computing Machinery
(ACM) Guide to the Computing Literature2, the most comprehen-
sive bibliographic source collection in the �eld of computing and
HCI research. It integrates the traditional ACM Digital Library with
conference proceedings, journals, magazines, books, and abstracts
of key publishers like IEEE, Springer, and Elsevier.

All the searches included manuscripts published from January
1, 2000 to June 13, 2022 whose �content type� was �Research Arti-
cle.� We de�ned our search terms (from �dark patterns� to �digital
overload�, Table 1) based on the terminology used in studies about
deceptive designs and digital wellbeing, respectively. For decep-
tive designs, in particular, we took inspiration from the search
terms adopted by Mathur et al. [82]. For digital wellbeing, instead,
we looked at words in titles, abstracts, and keywords in the pa-
pers reviewed by Lyngs et al. [76]. We believe the adopted terms
capture most of the related work at the intersection of deceptive
designs and digital wellbeing around computer science. Overall,
the initial search identi�ed a total of 1,334 records. We �rstly an-
alyzed the retrieved collection by removing 414 duplicates. Other
822 records were excluded through a screening of the titles and
the abstracts. Such a screening was performed by applying a set
of inclusion/exclusion criteria. Papers were eligible for inclusion if
they metall of these criteria:

� papers that focus, directly or indirectly, on deceptive designs
and dark patterns, i.e., user interfaces that intentionally ma-
nipulate users into performing actions that go against their
best interests;

� papers that include at least some considerations on people's
digital wellbeing, with a particular focus on the technology
overuse aspect;

� papers that discuss the relationship between speci�c digital
services characteristics, e.g., designs and system functional-
ity, and people's digital wellbeing.

2https://libraries.acm.org/digital-library/acm-guide-to-computing-literature, last vis-
ited on August 19,2022.
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Figure 1: Procedural �owchart following the PRISMA guidelines.

Table 1: The search queries used to search the electronic database of the ACM Guide to the Computing Literature. All the
searches included manuscripts published from January 1, 2000 to June 13, 2022 whose �content type� was �Research Article.�

Search Query # Results

�internet addiction� OR �smartphone addiction� OR �social media addiction� OR �technology addiction� OR �app addiction� 691
�dark pattern*� 170
�attention economy� OR �attention-capture� 159
�smartphone overload� OR �smartphone overuse� OR �phone overload� OR �phone overuse� 73
�compulsive behaviour� OR �compulsive behavior� 72
�digital overload� OR �digital overuse� OR �technology overload� OR �technology overuse� 57
�unethical design*� OR �evil design*� OR �manipulative design*� 35
�internet overload� OR �internet overuse� 32
�digital distraction*� 32
�unethical interface*� OR "evil interface*� OR "manipulative interface*� 13
�social media overload� OR �social media overuse� OR �social networks overload� OR �social networks overuse� 10

Papers were excluded if they matchedone or moreof these ex-
clusion criteria:

� papers about deceptive designs that do not address problem-
atic exploitation of time and attention, e.g., papers that focus
instead on privacy harms, such as [112, 127];

� papers that describe interventions that support digital well-
being, e.g., timers, but do not analyze problematic design
patterns in existing apps, such as [59, 60];

� papers that focus on users, only, e.g., those that analyze
people's problematic Internet use without explicitly linking
problems to digital interfaces [56, 100].

At the end of the screening, we further analyzed whether the
remaining 98 publications met the de�ned inclusion and exclusion
criteria. This full-text read-through led us to remove a further 55

publications. This left us with a �nal set of 43 research publications3

that were included in the systematic literature review: 30 conference
papers (27 full papers and 3 extended abstracts) and 13 journal
articles. We checked all the conference and journal websites to
ensure that all of the included publications, including extended
abstracts, had been peer-reviewed. The conferences with the most
publications in our corpus were CHI4 (17) and DIS5 (3), while all
other conferences, from WWW6 to MobileHCI7, contributed only
a single paper. Journal articles came mostly from PACM8 (4) and

3The included publications are highlighted in the References list through a check mark
(3 ).
4https://dl.acm.org/conference/chi, last visited on August 19,2022
5https://dl.acm.org/conference/dis, last visited on August 19,2022
6https://dl.acm.org/conference/www, last visited on August 19,2022
7https://dl.acm.org/conference/mobilehci, last visited on August 19,2022
8https://www.acm.org/publications/pacm, last visited on August 19,2022
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Computers in Human Behavior9 (4). As reported in Figure 2, our
�nal corpus shows that the intersection between deceptive designs
and digital wellbeing has emerged as a research area in the last ten
years, with growing interest in the last �ve years.

Figure 2: The number of publications that ful�lls our inclu-
sion/exclusion criteria per year. The graph highlights that
the intersection between deceptive designs and digital well-
being is a relatively recent research area.

2.0.2 Data Analysis & Coding Process.To systematically analyze
our corpus, we created a spreadsheet to code di�erent aspects ex-
tracted from the analyzed papers. We used the �rst columns of the
sheet to characterize papers by their authors, title, abstract, publica-
tion type and year, and to summarize the presented contributions.
We extracted relevant information on thecharacteristicsof atten-
tion capture damaging patterns they proposed, and we recorded
information about themechanismsadopted by tech companies to
design �addictive� digital services, i.e., which techniques and users'
psychological vulnerabilities are exploited. Furthermore, we also
extracted information about theimpactsof ACDPs may have on
users' digital wellbeing. The described extraction sheet template
was created by one of the authors by coding ten randomly selected
papers. The sheet was then checked by the other authors, who
implemented some minor adjustments. Each paper of the corpus
was �nally analyzed using the �nal version of the extraction sheet
template. After developing a clear picture of what constitutes an
attention capture damaging pattern, we performed another pass on
the 43 papers of our corpus to extract examples of ACDPs, with the
aim of producing a comprehensive typology of this speci�c kind of
damaging design patterns.

3 SYSTEMATIC LITERATURE REVIEW OF
ATTENTION CAPTURE DECEPTIVE
DESIGNS

In this section, we present the results of our systematic literature
review. Findings are organized around the two main contributions
of this work, i.e.,de�nition of attention capture damaging patterns
(Section 3.1) andtypologyof the exploited design patterns (Sec-
tion 3.2). Table 2 summarizes the review by linking de�nition crite-
ria, patterns, and papers from which we extracted them.

9https://www.journals.elsevier.com/computers-in-human-behavior, last visited on
August 19,2022

3.1 Attention Capture Damaging Patterns:
De�nition and Criteria

As pointed out by Gray et al. [46], the original de�nition of damag-
ing patterns, i.e., functionality that exploits people's psychological
vulnerabilities to promote choices that are not in the user's best
interest, leaves many questions unanswered, e.g., �what is the user
being `tricked' into doing, and with what motivation� (p. 3). In our
work, we refer to those patterns through which designers explicitly
assert control over the user's experience [44] to keep users as cus-
tomers of the service [10, 81] and generate more income [85, 128].
Widdicks et al. [128], for example, reported a statement of a former
Facebook employee (taken from [5]), who said:�you have a business
model designed to engage you and get you to basically suck as much
time out of your life as possible and then selling that attention to
advertisers.�

We de�ne an attention capture damaging pattern (ACDP) as:

A recurring pattern in digital interfaces that a designer
uses to exploit psychological vulnerabilities and capture
attention, often leading the user to lose track of their
goals, lose their sense of time and control, and later feel
regret.

The goal of ACDPs is to maximize continuous usage [20, 27, 34,
73], daily visits [20,73], and interactions [20,44,73,131] (e.g., clicks,
shares, likes, etc.). They make users�more likely to visit [a digital ser-
vice] again and click on similar types of rewarding content�[20], thus
creating a�trap for the user that enables the stakeholder's goal�[45].

Table 3 reports �ve criteria that can be used to further character-
ize and identify ACDPs10. The �rst two criteria (C1, C2) are related
to the mechanismsexploited by ACDPs:

C1 - Exploit Psychological Vulnerabilities. In the same way
that nudges leverage psychological heuristics and biases to guide
people toward actions that are in their best interests (e.g., eating
healthier) [23], attention capture damaging patterns exploit this
same psychology to induce actions that go against their best in-
terests (e.g., spending more time in an app than they would like).
By preying on the fact that many user biases are predictable [7],
these designs shove people towards actions that users may not
choose if they were making a considered decision [20]. Notasil and
Payne [91], for example, concluded that an emotional memory bias
might increase the attractiveness of the newsfeed. Luko� et al. [73]
proposed that recommendations on YouTube might exploit short-
term bias, wherein people favor the choice that o�ers immediate
grati�cation, e.g., watching a new catchy video, at the expense of
long-term goals. Similarly, Bongard-Blanchy et al. [16] stated that
ACDPs seduce users with bene�ts like ease of use and immediate
grati�cation.

Also, ACDPs often leverage a variable schedule of rewards [13,
20]. According to Skinner's operant conditioning theory [113], the
most e�ective way of reinforcing behavior is to follow a variable
schedule of rewards: even the task of predicting an outcome isitself
rewarding and triggers the release of dopamine. Burr et al. [20]
reported that exposure to variable reward might occur every time

10The �rst �ve columns of Table 2 summarizes the full list of papers that have been
used to extract the reported de�nition criteria.
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Table 2: A summary of our systematic literature review encompassing de�nition criteria (from C1 to C5, see Table 3 for further
details) and attention capture deceptive designs (from P1 to P11, see Table 4 for further details).

De�nition Criteria Attention Capture Deceptive Designs
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Baroni et al. [10] 3 3 3

Burr et al. [20] 3 3 3 3 3 3 3

Nontasil et al. [91] 3 3 3 3 3

Conti et al. [31] 3 3

Mathur et al. [81]

Gray et al. [46] 3 3 3

Di Geronimo et al. [33] 3 3 3 3

Gunawan et al. [47] 3 3 3

Bhoot et al. [78] 3 3 3

Mathur et al. [82] 3 3 3 3 3 3

Mildner et al. [85] 3 3 3 3 3

Bongard-Blanchy et al. [16] 3 3 3

Gray et al. [44] 3 3

Kollnig et al. [61] 3 3 3 3

Gray et al. [45] 3 3

Zeng et al. [131] 3 3

Susser et al. [114] 3 3 3 3

Fitton et al. [41] 3 3 3 3

Widdicks et al. [128] 3 3 3 3 3 3 3

Luko� et al. [73] 3 3 3 3 3 3 3 3 3 3

Tran et al. [119] 3 3 3 3 3

Pinder [98] 3

Cho et al. [29] 3 3 3 3 3 3 3 3

Lee et al. [66] 3 3

Monge Ro�arello et al. [104] 3

Park et al. [96] 3 3

Aranda et al. [6] 3 3 3 3 3 3

Diefenbach et al. [34] 3 3

Cheng et al. [27] 3 3 3

Bedjaoui et al. [13] 3 3 3 3 3 3 3

Hasan et al. [50] 3 3 3 3

Lyngs et al. [77] 3 3 3 3 3 3 3

Luko� et al. [75] 3 3

Kim et al. [57] 3

Harwood et al. [49] 3

Zagal et al. [130] 3 3 3

Meshi et al. [84] 3

Urmanov and Hoyoung [125] 3 3 3 3

Baughan et al. [11] 3 3 3 3 3 3 3

Farivar et al. [39] 3 3 3

Hung et al. [52] 3 3 3

Chaudhary et al. [26] 3 3 3 3 3 3

Zhang et al. [132] 3 3 3 3 3 3 3

# of papers 26 14 16 13 8 16 6 5 12 14 7 5 7 6 1 9

a user engages with an intelligent system agent, as the user typi-
cally does not know what items will be presented. Some analyzed
papers [6, 20, 34, 91, 128] even relate attention capture damaging
patterns to slot machines, saying, for example, that the newsfeed of

popular social networks exploit the same psychological vulnerabili-
ties targeted in gambling addictions: users do not know in advance
the posts that will be displayed, and each visualized post may be
rewarding or not, e.g., a photo by a friendvs.an unwanted ad-
vertisement. This uncertainty fosters the temptation to constantly
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Table 3: A set of 5 criteria characterizing attention capture damaging patterns.

Criteria Category Description

C1 Mechanisms Exploit known psychological biases and heuristics.

C2 Mechanisms Automate the entire user experience.

C3 Impacts Lead users to lose track of their goals.

C4 Impacts Lead to a lost sense of time and control.

C5 Impacts Lead to a sense of regret about the time spent on a digital service.

check [34] and leads to continuous use. In turn, this even leads to
reward depletion [29, 66]: where users �nd themselves scrolling
through posts and videos that they have already seen, while they
hope for new items to appear.

C2 - Automate the User Experience.Attention capture damag-
ing patterns may automate the user experience to induce meaning-
less normative dissociation experiences that direct the behavior and
keep users on the platform. Normative dissociation is a phenom-
enon in which a person temporarily experiences a disconnection
from physical and emotional experiences. During normative dissoci-
ation, people experience a loss of self-awareness and re�ection, and
they are less inclined to exercise intentional choice. These experi-
ences are typically only realized in hindsight, i.e., once self-refection
is reengaged [22]. Normative dissociation can characterize di�erent
mental states, including daydreaming, �ow states, and becoming
absorbed in watching a movie [22].

While these experiences may sometimes be bene�cial for the
user, e.g., in the case of �ow, Baughan et al. [11] warn that designers
may intentionally adopt patterns that promote �zone states,� i.e.,
absorption in personally meaningless activities with little to no
intrinsic value. In the context of a study on Twitter, the authors
reported that participants described feelings of being absorbed in a
�zombie�-like state when passively scrolling the newsfeed. Similarly,
�The 30-Minute Ick Factor� reported by Tran et al. [119] describes
the negative feelings that users experience after noticing that they
have spent a notable amount of time on social media unconsciously.

To induce meaningless normative dissociation, ACDPs often
remove the need for autonomous decision making [20, 44], by pro-
moting �endless� sessions [128]. Gray et al. [44], for example, re-
port that manipulative designs, including those that can lead to
attentional harms, adopt mechanisms that�automate the process
of performing essential tasks without the user' con�rmation�(p. 67).
As reported by Chaudhary et al. [26], there is a need to discuss
�the close correlation between ease of usability and dark persuasive
patterns�(p. 788). In analyzing deceptive designs on video stream-
ing platforms, the authors found several functional and helpful
features that, in reality, may evolve into damaging patterns with
adverse consequences on users' digital wellbeing. The negative
side of ACDPs is that user interface improvements and simpli�-
cations are sometimes a deliberate choice of designers and tech
companies to promote a frequent and continuous use of technol-
ogy [13, 16]. Designers, in particular, often try to improve their
services' design without thinking about their choices' unintended
adverse consequences [128]. Consequently, Chaudhary et al. [26]
warn that the trade-o� between usability and persuasion is critical,

especially when there are ambiguities in the designer's intentions.
After prolonged use, in particular, features like content autoplay
may become�habit-forming designs�[26].

The three remaining criteria (C3, C4, C5) address theimpacts
that ACDPs may have on users' digital wellbeing:

C3 - Lose Track of Goals for Use.Attention capture damaging
patterns lead users to lose track of their goals by demanding their
attention and introducing frequent distractions [31, 77]. As with
other damaging patterns, ACDPs mayattract [131] or divert [13]
attention. As a result, users experience situations in which they
are tricked into taking actions that are aligned with the stakehold-
ers' goals rather than their own [13, 31, 61, 77]. Lyngs et al. [77]
found that a typical newsfeed on Facebook contains much attention-
grabbing and distracting content. More generally, Conti et al. [31]
classi�ed di�erent malicious designs and strategies that may cause
distraction, e.g., catchy videos and animations in advertisements.
Frequent distractions are in turn correlated with a decrease in users'
productivity[27, 73].

C4 - Lost Sense of Time and Control.Attention capture dam-
aging patterns make a person experience a lost sense of time and
control. A participant in the study of Cho et al. [29] explains such
a feeling in this way:

I keep pressing next and �ipping a story to another. I just
keep pressing... to just waste time rather than actually
viewing it (p. 12).

Damaging designs that lead to attentional harm, in particular,
negatively in�uence users' sense of agency [73]. User agency or
self-agency is de�ned as a person's self-perception of being the
initiator of its actions [115]. ACDPs may present information in a
way that reduces user autonomy of choice by adopting coercive
and deceptive strategies [10, 20, 114]. Luko� et al. [ 73] point out
that low sense of agency over technology use is, in turn, associated
with negative experiences and a general sense of dissatisfaction
over social media use. By surveying and interviewing YouTube
users, the authors found that features like recommendations and
autoplay often make users feel less in control as they undermine
their sense of agency, e.g., because suggestions of new videos are
typically �hard to decline.�

C5 - Sense of Regret.The exposure to an attention capture
damaging pattern is typically associated with a later sense of regret,
e.g., about the time spent on a digital service or a speci�c interaction
with it. As explained by a participant of the study of Tran et al. [119]
speaking about Instagram usage, for instance:
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�[It] gave me like, temporary satisfaction. Like, `Oh
yeah, all these people like my photo,' or `All these people
think my story is funny.' And yeah, it's great in that
moment, but then after it dies down, you're just kind of
just like, `What's the point?�'(p. 8).

As reported by Cho et al. [29], regret happens when�the rewards
of a taken action are outweighed by the expected rewards of what could
have happened alternatively�(p. 456:2). The regret theory [105], in
particular, de�nes regret as a counterfactual feeling that�the past
might have unfolded di�erently, particularly if a di�erent decision had
been made�(p. 2). Being exposed to ACDPs increases the chances
of using (or continuing to use) a digital service at times when users
would not have otherwise [27], and this causes regret, e.g., when
users spend more time than they planned [6]. Indeed, websites and
mobile apps on which we spend the most time, e.g., social networks,
are also those we regret using the most [20]. This tendency is
con�rmed by the study of Cho et al. [29], which investigates the
relationship between di�erent features of social media and regret.
For example, the authors found that repeated use of �following-
based� features like newsfeed and stories quickly deplete content
and cause regret. Similarly, �recommendations-based� features with
bite-sized contents, e.g., Facebookâ¿—s Watch Videos, induce users
to use the service �just a bit more,� promoting a behavioral cycle
that makes users experience a later sense of regret.

3.2 A Typology of Attention Capture Damaging
Patterns

Our next step was to develop a typology of ACDPs based on the
literature we reviewed. Although the terms typology and taxonomy
are often used interchangeably [35], we purposefully chosetypology
to emphasize that our patterns are �ideal types,� as in types that
represent elements common to most cases across the literature.
Unlike a taxonomy, there are no strict decision rules to determine
whether a given design pattern �ts type A or type B.

In developing the typology, we faced three signi�cant method-
ological decisions. First, we considered whether to name patterns
in academic language or everyday language. Here, we drew upon
the early work of the architect Christopher Alexander who advo-
cated for patterns that are `alive,' which spark inspiration for the
designers and capture the imagination of the public [2]. Certainly
Brignull could have given �Sneak into the Basket� a more technical
name, e.g., �opt-out e-commerce,� however we doubt that it would
have reached as wide of an audience and served its function as a
common reference for the design community and beyond. We thus
chose to give patterns evocative names using everyday language.

Second, we had to decide whether to include design patterns that
met only one part of our de�nition. For example, in their review of
shopping websites, Mathur et al. describe �Countdown Timer� and
�Limited-time Message� as deceptive designs that use a sense of time
urgency to capture attention [81]. While these patterns do leverage
sense of time as amechanism, we decided to exclude them from our
typology as their impact is primarily a �nancial harm. Instead, we
focused on patterns where the impact is also an attentional harm.

Finally, we needed to determine how much context to include in
our patterns. A universal challenge for damaging patterns is that

not all patterns are harmful all of the time. For instance, Brignull de-
scribes how an interface element like �opt-out defaults� (a checkbox
or radio button that is pre-selected for the user) might be ethical in
one context, but not in another [18]. On a form for organ donation,
it might be ethical to set �donor� as the default. However, the same
interface element might be unethical if used to automatically add
an iPad case to a user's shopping cart when they purchase an iPad.
Thus, instead of �default settings� Brignull formulates the pattern
as �Sneak into basket� that is speci�c to the e-commerce shopping
experience:�You attempt to purchase something, but somewhere in
the purchasing journey the site sneaks an additional item into your
basket.�Similarly, regulation by the EU consumer protection agency
forbids opt-out for shopping baskets and email newsletters, rather
than as a design pattern in general [1]. The same pattern can have
di�erent impacts in di�erent domains.

Evenwithin a domain, we found that context matters. In their
study of the features of YouTube, Luko� et al. note that in most cases
(77%) participants described video recommendations as reducing
their sense of agency, but in some cases (23%) participants reported
that recommendations actually supported their sense of agency
by allowing them to lean back and let YouTube take control [73].
It depended on the the internal state of the user: whether they
were visiting YouTube for a speci�c purpose or just to browse and
pass the time. In short, damaging design patterns depend upon
context and ACDPs are no exception. Therefore, our description of
damaging patterns also capture the context in which they are most
likely to lead to attentional harms.

Table 4 summarizes the typology of11 attention capture damag-
ing patternsthat we extracted from our literature review11. The rest
of this section describes those 11 designs and reports a de�nition,
context of use and examples for each.

3.2.1 Infinite Scroll . In�nite Scroll (N= 16, [6, 11, 13, 27, 29, 73,
75, 77, 82, 85, 91, 96, 104, 119, 128, 132]) is a design pattern in which,
as the user scrolls down a mobile app or a website on their PC, more
content automatically and continuously loads at the bottom. Despite
its advantages, in�nite scroll may become an �harmful feature� [85]
or an �anti-pattern� [128] that promotes endless usage sessions [13,
128]. According to the studies in our corpus, the e�ects of patterns
like In�nite Scroll can be�understood or at least reasoned about in
terms of established psychological theories�(Notasil and Payne [91],
p. 3). In�nite Scroll, in particular, can be related to the operant
conditioning theory [113] and the variable reward technique [82]
since it creates the illusion that new interesting content will ��ow�
forever. Unfortunately, the �quality� of the next visualized items
cannot be predicted. Furthermore, In�nite Scroll is a good example
of how attention capture damaging patterns automate interactions
to reduce the individual's physical and mental e�ort to spend more
time on the platform.

Context and Examples.Of the 16 papers we reviewed that men-
tioned In�nite Scroll, 14 were in the context of social media such
as Facebook (9, i.e., [13, 27, 29, 75, 77, 85, 91, 104, 128]), Instagram
(5, [29, 96, 104, 119, 128]), and Twitter (2, [11, 132]). Therefore, we

11The last 11 columns of Table 2 summarize the full list of papers that have been used
to extract the typology.
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Table 4: A typology of 11 attention capture damaging patterns.

Pattern Name Description Main Context(s) of Use

P1 - In�nite Scroll As the user scrolls down a page, more content automatically and con-
tinuously loads at the bottom.

Social media (e.g., Facebook, Instagram,
and Twitter).

P2 - Casino Pull-to-refresh When the user swipes down on their smartphone, there is an animated
reload of the page that may or may not reveal new appealing content.

Social media on smartphones.

P3 - Neverending Autoplay A new video is automatically played when the current one �nishes.
There is never a point for the user to stop and re�ect, and the option to
turn o� autoplay is hidden or non-existent.

Social media and video streaming plat-
forms, e.g., YouTube.

P4 - Guilty Pleasure RecommendationsPersonalized suggestions that prey on individual consumer frailty to
target user's guilty pleasures and increase use time.

Social media and video streaming plat-
forms, e.g., YouTube.

P5 - Disguised Ads and RecommendationsAdvertisements and recommendations, e.g., posts and sponsored pages,
that are disguised as normal content into social networks' newsfeeds.

Social media.

P6 - Recapture Noti�cations Noti�cations that are deliberately sent to recapture users' attention
and have them start a new usage session, e.g., noti�cations with rec-
ommended content or noti�cations about content the user has never
interacted with.

Social media, video streaming platforms,
and messaging applications.

P7 - Playing by Appointment Users are forced to to use a digital service at speci�c times as de�ned
by the service, otherwise the user may loose points and achievements.

Video games (mostly on social net-
works) and social media in general.

P8 - Grinding Users are forced to repeat the same process several times to unlock an
achievement, e.g., a new level in a video game or a badge on a social
network.

Video games and social media.

P9 - Attentional Roach Motel Registering to and accessing attention-capture digital services is easy,
while operations like logout or canceling an account are painfully di�-
cult.

Social media, e.g., Facebook.

P10 - Time Fog A pattern through which designers reduce users' awareness of time
spent, e.g., by hiding the smartphone's clock.

Video streaming platforms, e.g., Net�ix.

P11 - Fake Social Noti�cations The platform sends messages pretending to be another user or social
noti�cations about some content the user has never interacted with.

Video games (mostly on social net-
works) and social media in general.

hypothesize that In�nite Scroll is most problematic in bite-size con-
tent, e.g., as in social networks. With In�nite Scroll, social networks
provide unlimited new content to the user [73, 91], with the risk of
making users�passively slip into a dissociative state while scrolling�
(Baughan et al. [11]). Passively and mindlessly scrolling the news-
feed of a social network, in particular, negatively in�uence users'
digital wellbeing [126], and it is one of the reasons why people feel
nowadays con�icted about the amount of time they spend on their
devices [66]. A participant of the study by Tran et al. [119], for
example, reported that�I go on Instagram and I just scroll through
even though there's no real purpose.�Similarly, a participant of the
study by Aranda et al. [6] said�I hate when I spend time just scrolling
and scrolling. . . it's all mind-numbing, and I don't bene�t from any of
it.�

3.2.2 Casino Pull-to-refresh . Casino Pull-to-refresh (N = 6, [20,
29, 34, 66, 91, 119]) is an interaction technique through which users
can �pull� an interface, e.g., by swiping down on a mobile app, to
reload the status of the system manually. As the user performs the
swipe, there is an animated reload of the page, e.g., through a reload

wheel icon, that may or may not reveal new appealing content, e.g.,
an incoming email or a new friend's post. As the papers in our
corpus and tech-insiders [68] warn, such a design pattern can be
classi�ed as an attention capture damaging pattern that o�ers a
variable rewardto its users. Indeed, it may result in a compulsive
usage pattern that makes users repeatedly refresh an app hoping
for new content to appear [6, 66]. In other words, pull-to-refresh
exploits the same psychological vulnerabilities typically targeted
in gambling addictions, e.g., in slot machines, since new rewards
may be available at any time, e.g., messages or noti�cations.

Context and Examples.As reported by the 6 papers mentioning
pull-to-refresh as an ACDPs, such an interaction technique char-
acterizes touch-based interfaces, and targets social network users
on smartphones (N = 5, [29, 34, 66, 91, 119]). According to Non-
tasil and Payne [91], animated pull-to-refresh techniques on social
networks' mobile apps are deliberately modeled on �one-armed
bandits.� While we were expecting to �nd this pattern also in other
contexts (see the email checking habits described by Oulasvirta
et al. [94]) the fact that this pattern appeared predominantly on
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